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Previous research on Continuity Camera and Sidecar Display has been conducted by Inga Dischinger       and Jan Röper*
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Sidecar Display
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Universal Control
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Continuity Camera
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iPhone Mirroring
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Real-Time Constraints

Mostly Video Data

Low-Latency WiFi !
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llw0llw0



?

How is this interface opened?


Are other devices LLW-compatible?


What makes LLW low-latency WiFi?
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llw0llw0
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Logging

Backtraces 

XPC Communication 

Kernel Traces

Logging

Backtraces 

XPC Communication 

Kernel Traces

Packet Captures
en0, awdl0, llw0, BLE, ...



Missing Solution  
to correlate log information from different log sources in a timely manner
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17:24:17.127 SidecarRelay === IDS F090DC4A:remote:719
17:24:17.128 kernel wlan0:com.apple.p2p: AWDLSta

17:24:17.130 rapportd 48: SendEventID 'com.apple.s

17:24:17.133 runningboardd _checkForSuspen

17:24:28.103 wifip2pd XPCSession[avconferenced 10D

17:24:19.931 +0200 avconferenced [C96 IPv6#5c59

17:24:20.588 kernel rt_lookup_common:3376 (::, ,

17:24:23.170 kernel wlan0:com.apple.p2p: IO80211
17:24:25.972 kernel cacheVerifiedACM <- reset: 0

17:24:27.973 kernel AppleBiometricServices::message <-

17:24:16.704 SidecarDisplayAgent === Sidecar Con
17:24:16.772 rapportd Added policy: order = 9 res

17:24:16.792 kernel.development SK[1]: channel_

17:24:17.542 avconferenced VCMediaStream

17:24:18.565 kernel.development SK[7]: ch_event

17:24:18.566 airportd [corewifi] @[13190.661012] k

17:24:22.688 SidecarRelay nw_channel_create_with_nexus

17:24:24.563 mDNSResponder SysEventCallBack -- event:
17:24:24.563 configd Process interface link up: l

17:24:24.566 nsattributedstringagent SLSTransaction
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17:24:17.127 SidecarRelay === IDS F090DC4A:remote:719

17:24:17.128 kernel wlan0:com.apple.p2p: AWDLSta

17:24:17.130 rapportd 48: SendEventID 'com.apple.s

17:24:17.133 runningboardd _checkForSuspen

17:24:18.103 wifip2pd XPCSession[avconferenced 10D

17:24:19.931 +0200 avconferenced [C96 IPv6#5c59

17:24:20.588 kernel rt_lookup_common:3376 (::, ,

17:24:23.170 kernel wlan0:com.apple.p2p: IO80211

17:24:25.972 kernel cacheVerifiedACM <- reset: 0

17:24:16.704 SidecarDisplayAgent === Sidecar Con

17:24:16.772 rapportd Added policy: order = 9 res

17:24:16.792 kernel.development SK[1]: channel_

17:24:17.542 avconferenced VCMediaStream

17:24:18.565 kernel.development SK[7]: ch_event

17:24:18.566 airportd [corewifi] @[13190.661012] k

17:24:22.688 SidecarRelay nw_channel_create_with_nexus

17:24:24.563 mDNSResponder SysEventCallBack -- event:

17:24:24.563 configd Process interface link up: l
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Network Stack on macOS and iOS

Log Aggregator

Low-Latency in LLW



Building a Log Aggregator



Challenges
Log Aggregation & Collection

Availability of forensic sources (iOS)


Clock offsets


Collection on multiple devices


Aggregation of varying file formats


Noise filtering
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1 Building a Log Aggregator
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Console dtrace

d 
trace

ktrace

k 
trace

Wireshark cctool

cc 
tool

PacketLogger

1 Building a Log Aggregator



Jailbreak required — our setup includes an iPad (7th generation)

macOS ✅ ✅ ✅ ✅ ✅ ✅

iOS ✅

log

✅

tcpdump*

✅

 

 

#


 
#


 
#


 

d 
trace

k 
trace

cc 
tool

*
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Jailbreak required — our setup includes an iPad (7th generation)

macOS ✅ ✅ ✅ ✅ ✅ ✅

iOS
 

✅

log

✅

tcpdump*

 

✅
 ❌ 

 
✅


from source*
✅


reimplementation*

d 
trace

k 
trace

cc 
tool

*
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???

[H]
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Jailbreak required — our setup includes an iPad (7th generation)

macOS ✅ ✅ ✅ ✅ ✅ ✅

iOS
 

✅

log

✅

tcpdump*

 

✅
 ❌ 

 
✅


from source*
✅


reimplementation*

d 
trace

k 
trace

cc 
tool
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*



Challenges
Log Aggregation & Collection

Availability of forensic sources (iOS)


Clock offsets


Collection on multiple devices


Aggregation of varying file formats


Noise filtering

31
1 Building a Log Aggregator
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Logging

Backtraces 

Packet Captures
en0, awdl0, llw0, BLE, ...

XPC Communication 

Kernel Traces

Logging

Backtraces 

XPC Communication 

Kernel Traces

1 Building a Log Aggregator



33

NTP ServerNTP Client TCP via usbmuxd / iproxy

collect clock offsets using NTP !

1 Building a Log Aggregator



Challenges
Log Aggregation & Collection

Availability of forensic sources (iOS)


Clock offsets


Collection on multiple devices


Aggregation of varying file formats


Noise filtering
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1 Building a Log Aggregator
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Collect Logs Aggregate Logs

d 
trace

cc 
tool

k 
trace



Jailbreak required — our setup includes an iPad (7th generation)

macOS ✅ ✅ ✅ ✅ ✅ ✅

iOS
 

✅

log

✅

tcpdump*

 

✅
 ❌ 

 
✅


from source*
✅


reimplementation*

d 
trace

k 
trace

cc 
tool

*
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log-acquisition.sh

log-idevice-ssh-
interface.sh

log-acquisition-
idevice-lib.sh

listener-iOS.sh

log-acquisition-iOS.sh

ssh tunnel

User Interface 
log-acquisition.sh --format=pcap

Remote Device Management 
get_latest_dir_on_iPad(), ...

SSH communication 
start_iproxy(), send_to_iPad(), ...

1 Building a Log Aggregator
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log-acquisition.sh

log-idevice-ssh-
interface.sh

log-acquisition-
idevice-lib.sh

listener-iOS.sh

log-acquisition-iOS.sh

ssh tunnel

Process Management 
start_pre_session_commands(), ...

Command Injection 
Relay remote commands to upper layer

1 Building a Log Aggregator



39
1 Building a Log Aggregator

log-idevice-ssh-
interface.sh

log-acquisition-
idevice-lib.sh

listener-iOS.sh

ssh tunnel

log-acquisition.sh

log-acquisition-iOS.sh

d 
trace

cc 
tool k 

trace
...



• Connect iPad to Mac


• Script starts captures on iPad and Mac (tcpdump, trace | tshark, dtrace, ktrace, PacketLogger)


• Start Sidecar Display session


• …


• End Sidecar Display session


• Script collects log information on iPad and Mac (cctool | cctool, log)


• Script transfers captures to Mac


• Run log aggregation

40
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2

3

4

5

6

7

1 Building a Log Aggregator



Challenges
Log Aggregation & Collection

Availability of forensic sources (iOS)


Clock offsets


Collection on multiple devices


Aggregation of varying file formats


Noise filtering

41
1 Building a Log Aggregator



Jailbreak required — our setup includes an iPad (7th generation)

macOS ✅ ✅ ✅ ✅ ✅ ✅

iOS
 

✅

log

✅

tcpdump*

 

✅
 ❌ 

 
✅


from source*
✅


reimplementation*

File format .json .pcapng 
.pcap .pklg custom .json .txt 

.pcapng

d 
trace

k 
trace

cc 
tool
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*
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Parse Input Files into Business Logic

logarchive parser

Text Files &  
Custom Output

Log ArchivePacket Capturesktrace output

ktrace parser pcapng parser dtrace parser txt parser
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Apply Static Filter Criteria

Resolve Logs to  
User / Kernel-Space Functions

Write .pcapng File 
with python-pcapng 

Log to 
macOS’ Unified Logging System

Filter Pre-Recorded Noise



Challenges
Log Aggregation & Collection

Availability of forensic sources (iOS)


Clock offsets


Collection on multiple devices


Aggregation of varying file formats


Noise filtering

45
1 Building a Log Aggregator
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boring traces

(regular OS stuff)

1 Building a Log Aggregator
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boring traces

(regular OS stuff)

1 Building a Log Aggregator

Record boring traces 
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boring traces

(regular OS stuff)

1 Building a Log Aggregator

Record boring traces 

Noise Reference Data



Record boring traces 

49
1 Building a Log Aggregator

boring traces

(regular OS stuff)
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1 Building a Log Aggregator

Record boring traces Captures of 

Sidecar Display session

boring traces

(regular OS stuff)

fun traces

(LLW-related)

Record Sidecar Display captures



boring traces

(regular OS stuff)
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1 Building a Log Aggregator

Record boring traces 

Keep the interesting ones

Captures of 

Sidecar Display session

fun traces

(LLW-related)

Record Sidecar Display captures







Challenges
Log Aggregation & Collection

Availability of forensic sources (iOS)


Clock offsets


Collection on multiple devices


Aggregation of varying file formats


Noise filtering
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1 Building a Log Aggregator
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Multi-Device 
Log Aggregation & 
Collection

k 
trace

Support 
on iOS cc 

tool
Support 
on iOS

Support 
for 

pcapng 
Output

Support 
for 
logarchive 
Output

Multi-Device 
Support

Log Collection 
Toolkit

Clock Offset 
Correction

.pcapng.pcap

.pklg

.json

.txtcustom output

Extensible to 
More Tracing 

Tools 

Log Aggregator 
TraceBlender

Support for 6+ 
Input Formats

Backtrace 
Reconstruction 

[21]

Noise Filtering
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Network Stack on macOS and iOS

Log Aggregator

Low-Latency in LLW
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Network Stack on macOS and iOS

System Components

Interface Lifecycle Management



wifip2pd ...

AppleBCMWLANCore IO80211Family

User space processes (left-hand side) were identified by Jan Röper       and Inga Dischinger*
58

Tracing the Network Stack on macOS and iOS

Network WiFiPeerToPeer ...

DYLD Shared Cache

...IOSkywalkFamilykernel

user space

kernel space

avconferenced

[B][A]



AppleBCMWLANCore IO80211Family

com.apple.DriverKit-
AppleBCMWLAN

NetworkingDriverKit

IO80211DriverKit ...

_driverkit userro
ot

 o
r u

se
r 5

01
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Tracing the Network Stack on macOS and iOS

wifip2pd ...

DYLD Shared Cache

Network WiFiPeerToPeer ...

avconferenced

IOSkywalkFamilykernel ...

user space

kernel space

DriverKit Shared Cache

User space processes (left-hand side) were identified by Jan Röper       and Inga Dischinger* [B][A]



Frameworks
DriverKit

60

NetworkingDriverKit

IO80211DriverKit

BroadcomWLANDriverKit

core80211DriverKit

...

DriverKit

DriverKit-AppleBCMWLAN

Public Framework for interacting with drivers related to networking

Handles IEEE 802.11 concepts and states; substitutes IO80211Family

Empty (so far?)

Empty (so far?)

Public Framework providing foundational concepts for interacting with drivers

Manages interfaces, queues, configures wireless chips; substitutes AppleBCMWLANCore 

2 Network Stack – System Components



AppleBCMWLANCore IO80211Family

com.apple.DriverKit-
AppleBCMWLAN

NetworkingDriverKit

IO80211DriverKit ...

_driverkit userro
ot

 o
r u

se
r 5

01
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Tracing the Network Stack on macOS and iOS

wifip2pd ...

DYLD Shared Cache

Network WiFiPeerToPeer ...

avconferenced

IOSkywalkFamilykernel ...

user space

kernel space

DriverKit Shared Cache

User space processes (left-hand side) were identified by Jan Röper       and Inga Dischinger* [B][A]



AppleBCMWLANCore IO80211Family

com.apple.DriverKit-
AppleBCMWLAN

NetworkingDriverKit

IO80211DriverKit ...

62

Tracing the Network Stack on macOS and iOS

DYLD Shared Cache

wifip2pd ...

Kernel Extensions

DriverKit Components

System Calls

_driverkit userro
ot

 o
r u

se
r 5

01

DYLD Shared Cache

user space

kernel space

Network WiFiPeerToPeer ...

...IOSkywalkFamilykernel

avconferenced

User-Space Processes

DriverKit Shared Cache

User space processes (left-hand side) were identified by Jan Röper       and Inga Dischinger* [B][A]
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Network Stack on macOS and iOS

System Components

Interface Lifecycle Management
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avconferenced

user space

Network

Enabling llw0

2 Network Stack – Interface Lifecycle

kernel space
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avconferenced

user space

__channel_open

Network

Enabling llw0

2 Network Stack – Interface Lifecycle

kernel space
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avconferenced

user space

IOSkywalkFamily

kernel

__channel_open ch_connect
IOSkywalkPacketQueue
::initialize

Network

Enabling llw0

IOUserNetworkEthernet
::setInterfaceEnable

2 Network Stack – Interface Lifecycle

kernel space
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avconferenced

user space

com.apple.DriverKit-
AppleBCMWLAN

DriverKit Shared Cache

IO80211DriverKit ...

IOSkywalkFamily

kernel

__channel_open ch_connect
IOSkywalkPacketQueue
::initialize

(pres
um

ab
ly)

Network

AppleBCMWLANLowLatencyInter
face::setInterfaceEnable

IOUserNetworkEthernet
::_bpfAttach NetworkingDriverKit

Enabling llw0

IOUserNetworkEthernet
::setInterfaceEnable

_driverkit user

us
er

 5
01

2 Network Stack – Interface Lifecycle

kernel space
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Configuring llw0

wifip2pd

WiFiPeerToPeer

(presumably)

(presumably)

user space

kernel space

2 Network Stack – Interface Lifecycle
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Configuring llw0

(presumably)

(presumably)
kernel

wifip2pd

WiFiPeerToPeer

(presumably)

(presumably)

user space

kernel space

2 Network Stack – Interface Lifecycle

IOSkywalkFamily
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Configuring llw0

(presumably)

(presumably)
kernel

_driverkit user

ro
otwifip2pd

WiFiPeerToPeer

(presumably)

(presumably)

DriverKit Shared Cache

NetworkingDriverKit

core80211DriverKi

BroadcomWL

...

com.apple.DriverKit-
AppleBCMWLAN

DriverKit

IO80211DriverKit

(presumably)

user space

kernel space

2 Network Stack – Interface Lifecycle

IOSkywalkFamily
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DriverKit Shared Cache

NetworkingDriverKit

core80211DriverKi

BroadcomWL

...

com.apple.DriverKit-
AppleBCMWLAN

wifip2pd

WiFiPeerToPeer

(presumably)

(presumably)

_driverkit user

ro
ot

Configuring llw0

(presumably)(presumably)

IOSkywalkFamily
(presumably)

kernel

user space

kernel space

IO80211AWDLPeerManager 
::configureHPPLlwParams

IO80211AWDLPeerManager
::setLLWParams

IO80211PeerManager 
::defaultVOLLWParams

IODispatchQueue 
::RunAction

IO80211AWDLPeerManager 
::addPeerToRealTimeGroup

DriverKit

IO80211DriverKit

2 Network Stack – Interface Lifecycle



72
2 Network Stack – Interface Lifecycle

Configuring llw0
DriverKit Shared Cache

NetworkingDriverKit

core80211DriverKi

BroadcomWL

...

com.apple.DriverKit-
AppleBCMWLAN

wifip2pd

WiFiPeerToPeer

(presumably)

(presumably)

_driverkit user

ro
ot

(presumably)(presumably)

IOSkywalkFamily
(presumably)

kernel

user space

kernel space

IO80211AWDLPeerManager
::setLLWParams

IO80211PeerManager 
::defaultVOLLWParams

IODispatchQueue 
::RunAction

IO80211AWDLPeerManager 
::addPeerToRealTimeGroup

DriverKit

IO80211DriverKit

Co

IO80211AWDLPeerManager 
::configureHPPLlwParams

iPhone 
Mirroring

Universal 
Control

Sidecar 
Display

Apple Watch 
Mirroring

AirPlay  
to Mac

[21]
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Configuring llw0

2 Network Stack – Interface Lifecycle

DriverKit Shared Cache

NetworkingDriverKit

core80211DriverKi

BroadcomWL

...

com.apple.DriverKit-
AppleBCMWLAN

wifip2pd

WiFiPeerToPeer

(presumably)

(presumably)

_driverkit user

ro
ot

(presumably)(presumably)

IOSkywalkFamily
(presumably)

kernel

user space

kernel space

IO80211AWDLPeerManager
::setLLWParams

IODispatchQueue 
::RunAction

IO80211AWDLPeerManager 
::addPeerToRealTimeGroup

DriverKit

IO80211DriverKit

IO80211AWDLPeerManager 
::configureHPPLlwParams

CoIO80211PeerManager 
::defaultVOLLWParams

NetworkingDriverKit

Apple Watch 
Mirroring

iPhone 
Mirroring

Universal 
Control

Sidecar 
Display

AirPlay  
to Mac

?
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DriverKit Shared Cache

NetworkingDriverKit

core80211DriverKi

BroadcomWL

...

com.apple.DriverKit-
AppleBCMWLAN

wifip2pd

WiFiPeerToPeer

(presumably)

(presumably)

_driverkit user

ro
ot

(presumably)(presumably)

IOSkywalkFamily
(presumably)

kernel

user space

kernel space

IODispatchQueue 
::RunAction

IO80211AWDLPeerManager 
::addPeerToRealTimeGroup

DriverKit

IO80211DriverKit

IO80211AWDLPeerManager 
::configureHPPLlwParams

Configuring llw0

2 Network Stack – Interface Lifecycle

IO80211PeerManager 
::defaultVOLLWParams

Co

IO80211AWDLPeerManager
::setLLWParams
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avconferenced

user space

kernel space

Network

Transmitting via llw0

2 Network Stack – Interface Lifecycle
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avconferenced

user space

kernel space

__channel_sync

Network

Transmitting via llw0

2 Network Stack – Interface Lifecycle



77

avconferenced

user space

kernel space

IOSkywalkFamily

kernel

__channel_sync netif_vp_na_txsync

IOUserNetworkTxSubmission
Queue::enqueuePackets

Network

Transmitting via llw0

IOSkywalkPacketBufferPool
::acquireKernelPacket

2 Network Stack – Interface Lifecycle
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avconferenced

user space

kernel space

IOSkywalkFamily

kernel

__channel_sync netif_vp_na_txsync

IOUserNetworkTxSubmission
Queue::enqueuePackets

Network

Transmitting via llw0

IOUserNetworkTxSubmission
Queue::sendDataAvailable

IOSkywalkPacketBufferPool
::acquireKernelPacket

2 Network Stack – Interface Lifecycle
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avconferenced

user space

kernel space

com.apple.DriverKit-
AppleBCMWLAN

DriverKit Shared Cache

IO80211DriverKit ...

IOSkywalkFamily

kernel

__channel_sync netif_vp_na_txsync

IOUserNetworkTxSubmission
Queue::enqueuePackets

Network

NetworkingDriverKit

Transmitting via llw0

IOUserNetworkTxSubmission
Queue::sendDataAvailable

_driverkit user

us
er

 5
01

IOSkywalkPacketBufferPool
::acquireKernelPacket

2 Network Stack – Interface Lifecycle



kernel

IOSkywalkFamily

kernel

__channel_sync netif_vp_na_txsync

IOUserNetworkTxSubmission
Queue::enqueuePackets

IOUserNetworkTxSubmission
Queue::sendDataAvailable

IOSkywalkPacketBufferPool
::acquireKernelPacket

avconferenced

Network

80

com.apple.DriverKit-
AppleBCMWLAN

DriverKit Shared Cache

IO80211DriverKit ...

Transmitting via llw0

_driverkit user

us
er

 5
01IOUserNetworkPacketQueue
::enqueuePackets

user space

kernel space

NetworkingDriverKit

AppleBCMWLANPCIeSkywalk
::txCompRingDrain

2 Network Stack – Interface Lifecycle



avconferenced

Network

kernel

IOSkywalkFamily

kernel

__channel_sync netif_vp_na_txsync

IOUserNetworkTxSubmission
Queue::enqueuePackets

IOUserNetworkTxSubmission
Queue::sendDataAvailable

IOSkywalkPacketBufferPool
::acquireKernelPacket

81

com.apple.DriverKit-
AppleBCMWLAN

DriverKit Shared Cache

IO80211DriverKit ...

Transmitting via llw0

_driverkit user

us
er

 5
01IOUserNetworkPacketQueue
::enqueuePackets

user space

kernel space

NetworkingDriverKit

AppleBCMWLANPCIeSkywalk
::txCompRingDrain

iokit_user_client_
trap

2 Network Stack – Interface Lifecycle

IOSkywalkFamily IOSkywalkPacketBufferPool
::freeKernelPackets
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__channel_open

__channel_sync

DriverKit Shared Cache

IO80211DriverKit ...

NetworkingDriverKit

DriverExtension

com.apple.DriverKit- 
AppleBCMWLAN

DYLD Shared Cache

kernel
IOSkywalk 
Family

avconferenced wifip2pd

Kernel Extensions

DriverKit Components

User-Space Processes

DYLD Shared Cache

System Calls

Berkley 
Packet 
Filter

User 
Packet 
Pool

NVMe
Completion 
Queues

Submission 
Queues

in transmit and receive direction

System 
Components 
Involved in Data 
Transmission with 
Low-Latency WiFi
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Network Stack on macOS and iOS

Log Aggregator

Low-Latency in LLW



84

Application

Transport

Internet

Network Access

IPv6

UDP

Sidecar Display 
Continuity Camera 
iPhone Mirroring

LLW

Application

Presentation

Session

Transport

Network

Link

Physical



Application

Transport

Internet

Application

Presentation

Session

Transport

Network

85

IPv6

UDP

Sidecar Display 
Continuity Camera 
iPhone Mirroring

LLWNetwork Access
Link

Physical
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Low-Latency in LLW

IEEE 802.11e/n/ac Details

Hardware Capabilities
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3 Low-Latency in LLW – IEEE 802.11

Quality of Service

IEEE 802.11e

Enhanced Distributed Channel Access
Access Categories
Arbitration Inter-Frame Spacing
Contention Window (max, min)

Block Acknowledgement

Transmission Opportunity (TXOP)

High Throughput

IEEE 802.11n

Aggregated MSDU
Aggregated MPDU
Reverse Direction Grant

[R][Q]



Also for video traffic in 
Sidecar Display and 

iPhone Mirroring!

Enhanced Distributed Channel Access

88

IEEE 802.11e Concepts

Voice

Video

Best Effort

Background

Pr
io

rit
y 

(c
ha

nn
el

 a
cc

es
s)

Access Categories

LLW

[Q]
3 Low-Latency in LLW – IEEE 802.11



Enhanced Distributed Channel Access

89

IEEE 802.11e Concepts

[S]3 Low-Latency in LLW – IEEE 802.11

SIFS

Medium busy

SIFS + 2 slots

Slot 1 Slot 10

SIFS

AIFS (Voice)

SIFS + 2 slots
AIFS (Video)

SIFS + 3 slots
AIFS (Best Effort)

SIFS + 7 slots

AIFS (Background)

Control frames



Enhanced Distributed Channel Access

90

IEEE 802.11e Concepts

[S]3 Low-Latency in LLW – IEEE 802.11

SIFS

Medium busy

SIFS + 2 slots random CW (2 slots) 

Slot 1 Slot 10

SIFS

AIFS (Voice)

SIFS + 2 slots
AIFS (Video)

Backoff Period

SIFS + 3 slots
AIFS (Best Effort)

SIFS + 7 slots

AIFS (Background)

random CW (3 slots) 

Backoff Period

random CW (3 slots) 

Backoff Period

random CW (3 slots) 

Backoff Period

%

%

%

%

Control frames



&

!

!

&

"
!

!

Problem 
No collision detection due to half-duplex transceivers.

! !

!
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Problem 
No collision detection due to half-duplex transceivers.
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Problem 
No collision detection due to half-duplex transceivers.
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$

"#

%
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Problem 
No collision detection due to half-duplex transceivers.
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$

"#

%
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!&'
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%!

&!
Solution 
Randomize medium access to avoid collisions.

%!

&

"
[0; CWmin]

[0; CWmin]

Problem 
No collision detection due to half-duplex transceivers.95



%!

&!
%!

&

"
[0; 3]

[0; 3]

Solution 
Randomize medium access to avoid collisions.

Problem 
No collision detection due to half-duplex transceivers.96



%!
&

"
3 slots

&!
%!1 slot

Solution 
Randomize medium access to avoid collisions.

Problem 
No collision detection due to half-duplex transceivers.97
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&

"
3 slots

&!
%!1 slot

Solution 
Randomize medium access to avoid collisions.

Problem 
No collision detection due to half-duplex transceivers.98



&

"

&! %!1 slot

$

%!

Solution 
Randomize medium access to avoid collisions.

Problem 
No collision detection due to half-duplex transceivers.

%
!&

!%
!

!

!

"#

&
3 slots
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Enhanced Distributed Channel Access

100

IEEE 802.11e Concepts

[S]3 Low-Latency in LLW – IEEE 802.11

SIFS

Medium busy

SIFS + 2 slots random CW (2 slots) 

Slot 1 Slot 10

SIFS

AIFS (Voice)

SIFS + 2 slots
AIFS (Video)

Backoff Period

SIFS + 3 slots
AIFS (Best Effort)

SIFS + 7 slots

AIFS (Background)

random CW (3 slots) 

Backoff Period

random CW (3 slots) 

Backoff Period

random CW (3 slots) 

Backoff Period

%

%

%

%

Control frames
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[S]3 Low-Latency in LLW – IEEE 802.11

SIFS

Medium busy

Control frames

SIFS + 2 slots random CW (2 slots) Audio TXOP

Slot 1 Slot 10

SIFS

AIFS (Voice)

SIFS + 2 slots Video TXOPAIFS (Video)

Backoff Period

SIFS + 3 slots Best Effort TXOPAIFS (Best Effort)

SIFS + 7 slots Background TXOPAIFS (Background)

random CW (3 slots) 

Backoff Period

random CW (3 slots) 

Backoff Period

random CW (3 slots) 

Backoff Period

%

%

%

%
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Wait for idle channel

AIFS+

Wait for random CW

Contention Window 
CWmin—CWmax

Send frames

TXOP-

time

IEEE 802.11-2024

Parameters for Voice

defaultVOLLWParams
LLW

2.080 ms max.

1.504 ms

3—7 slots

3—7 slots

AIFSN#: 2 slots

AIFSN: 2 slots

AIFSN: AIFS Number# AIFS: Arbitration Inter-Fame Space+TXOP: Transmission Opportunity-[U]3 Low-Latency in LLW – IEEE 802.11
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Wait for idle channel

AIFS+

Wait for random CW

Contention Window 
CWmin—CWmax

Send frames

TXOP-

time

IEEE 802.11-2012

Parameters for Voice

defaultVOLLWParams
LLW

1.504 ms max.

1.504 ms

3—7 slots

3—7 slots

AIFSN#: 2 slots

AIFSN: 2 slots

AIFSN: AIFS Number# AIFS: Arbitration Inter-Fame Space+TXOP: Transmission Opportunity-[V]3 Low-Latency in LLW – IEEE 802.11
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Wait for idle channel

AIFS+

Wait for random CW

Contention Window 
CWmin—CWmax

Send frames

TXOP-

time

IEEE 802.11-2012

Parameters for Voice

defaultVOLLWParams
LLW

defaultLLWParams
LLW

1.504 ms max.

1.504 ms

3—7 slots

3—7 slots

AIFSN#: 2 slots

AIFSN: 2 slots

AIFSN: AIFS Number# AIFS: Arbitration Inter-Fame Space+TXOP: Transmission Opportunity-

ETSI countries 
3—7 slotsAIFSN: 2 slots

non-ETSI countries 
0—1 slots

ETSI countries 
1.984 ms 
(62 * 32 µs)

non-ETSI countries 
8.160 ms 
(255 * 32 µs)

[V]3 Low-Latency in LLW – IEEE 802.11
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Wait for idle channel Wait for random CW Send frames

time

IEEE 802.11-2012

Parameters for Voice

defaultVOLLWParams
LLW

defaultLLWParams
LLW

1.504 ms

ETSI countries 
27µs - 63µs 
(3 - 7 slots)

AIFSN: 2 slots

AIFSN: 2 slots
non-ETSI countries 

0µs - 9µs 
(0 - 1 slots)

ETSI countries 
1.984 ms 
(62 * 32 µs)

non-ETSI countries 
8.160 ms 
(255 * 32 µs)

Disclaimer 
not observed in real-world network traffic but still defined in source code

3—7 slots

3—7 slots

AIFSN#: 2 slots

AIFS: Arbitration Inter-Fame Space+TXOP: Transmission Opportunity-AIFSN: AIFS Number#

AIFS+ Contention Window 
CWmin—CWmax

TXOP-

1.504 ms max.

3 Low-Latency in LLW – IEEE 802.11 [V]



Aggregated MPDU
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A-MPDU* MPDU MPDU …PLCP# Header

MSDU+MAC Header FCS-MPDU

MSDU: MAC service data unit+
A-MPDU: Aggregated MAC Protocol Data Unit*

FCS: Frame Check Sequence-
PLCP: Physical Layer Convergence Protocol#

[R]

Wait for idle channel Wait for random CW Send frames

time

3 Low-Latency in LLW – IEEE 802.11



Aggregated MSDU
IEEE 802.11n Concepts

A-MSDU*

Latency Gains

MSDU: MAC service data unit+
A-MSDU: Aggregated MAC Protocol Data Unit*

✅ Less IFS


✅ Less PHY headers, MAC headers, FCS


✅ Less acknowledgement frames

107

MSDU+ MSDU …MAC Header FCS-

FCS: Frame Check Sequence-

Wait for idle channel Wait for random CW Send frames

time

[R]
3 Low-Latency in LLW – IEEE 802.11
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80

VHT Bandwidth
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VHT Bandwidth
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IEEE 802.11ac

80 MHz Channel Bandwidth

Very High Throughput (VHT) PHY

[W]

IEEE 802.11ac Concepts



VHT Bandwidth
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80

80 MHz Channel Bandwidth

5260 MHz
Channel 52

IEEE 802.11ac Concepts
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Low-Latency in LLW

IEEE 802.11e/n/ac Details

Hardware Capabilities



Real Simultaneous Dual Band (RSDB)
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Real Simultaneous Dual Band (RSDB)
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Hardware Capabilities

  LLW link (5 GHz)  

WLAN link 

(2.4 GHz)
WLAN link 
(2.4 GHz) #

3 Low-Latency in LLW – Hardware Capabilities
[AA] [AB]



Real Simultaneous Dual Band (RSDB)
Hardware Capabilities
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Real Simultaneous Dual Band (RSDB)
Hardware Capabilities

116
3 Low-Latency in LLW – Hardware Capabilities

[Z][Y]
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Access Category


Voice
80 MHz


Channel Bandwidth

High-Priority  
Network Traffic

Real 
Simultaneous 
Dual-Band

1.504 ms 
TXOP

Long Transmission 
Intervals

Fast Channel Access

3 slots 
CWmin

7 slots 
CWmax

2 slots  
AIFSN

More Operational Modes 

Ultra 
LLW

Real-time 
LLW

NAV                     Threshold

Reverse Direction GrantBlock Acknowledgements

Access Control Mandatory Frame Reordering

MAC-Layer 
Efficiency

Traffic  
Identifier

Low-Latency 
Mechanisms of 
Low-Latency WiFi

Aggregated 

MSDU
Aggregated 

MPDU
Frame Overhead Reduction

IEEE 802.11e/n/ac
HTQoS VHT



Why bother?
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Interoperability.
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Apple is implementing an open standard but leaves LLW 
undocumented and reserves it 


for proprietary features.


Interoperability is technically feasible.



[24] [25][23] [AE] [AF][AD]

OpenDrop

WatchWitch

OpenHaystack

Pending?
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