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How do we bring this to open platforms?



Recap: Low-Latency WiFi
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w2 Sidecar Display

Q Previous research on Continuity Camera and Sidecar Display has been conducted by Inga Dischinger and Jan Roper @
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IPhone Mirroring
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Mostly Video Data

Real-Time Constraints

Low-Latency WiFiI



Network Access LLW




Low-Latency in LLW

|IEEE 802.11e/n/ac



Enhanced Distributed Channel Access
IEEE 802.11e Concepts

Access Categories

Voice

Video

—~~

Best Effort

Priority (chann

Background



Enhanced Distributed Channel Access

IEEE 802.11e Concepts
Slot 10
Medium busy Idle
. AlFS Backoff Period N ]
Voice SIES 4 2 slote andom GW (2 slots Transmission Opportunity (TXOP)



Enhanced Distributed Channel Access

IEEE 802.11e Concepts

SIFS Slot 1
Medium busy
Voice SIFSAJIrFZSsIots
Video SIFSAJIrZSsIots
Best Effort SIFSAlZSSIotS
Background

Backoff Period

«» random CW (2 slots)

Backoff Period
-+ random CW (3 slots)

AIFS
SIFS + 7 slots

TXOP

Backoff Period
-+ random CW (3 slots)

TXOP

Slot 10

Transmission Opportunity (TXOP)

Backoff Period
-+ random CW (3 slots)

TXOP



Enhanced Distributed Channel Access
IEEE 802.11e Concepts

SIFS Slot 1 Slot 10
Medium busy
. AIFS Backoff Period
Voice SIES 4 2 slote o random OW @ slots) T ROP Fastest channel access on average



LLW Parameters
IEEE 802.11e Concepts

time
Wait for idle channel Wait for random CW Send frames
Parameters for Voice AIFS* Contention Window TXOP-
IEEE 802.11-2012 AIFSN*: 2 slots 3—7 slots 1.504 ms max.
defaultVOLLWPar\ams AIFSN: 2 slots 3—7 slots 1.504 ms

€©) AIFSN: AIFS Number @) TXOP: Transmission Opportunity @) AIFS: Arbitration Inter-Fame Space



LLW Parameters
IEEE 802.11e Concepts

time
Wait for idle channel Wait for random CW Send frames
Parameters for Voice AIFS* Contention Window TXOP-
IEEE 802.11-2024 AIFSN*: 2 slots 3—7 slots 2.080 ms max.
defaultVOLLWPar\ams AIFSN: 2 slots 3—7 slots 1.504 ms

] €©) AIFSN: AIFS Number @) TXOP: Transmission Opportunity @) AIFS: Arbitration Inter-Fame Space



IEEE 802.11e

Quality of Service

Enhanced Distributed Channel Access

Access Categories
Arbitration Inter-Frame Spacing
Contention Window (max, min)

Transmission Opportunity (TXOP)

Block Acknowledgement

High Throughput

Aggregated MSDU
Aggregated MPDU

Reverse Direction Grant



Low-Latency in LLW

Hardware Capabilities



Real Simultaneous Dual Band (RSDB)

Hardware Capabilities
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Real Simultaneous Dual Band (RSDB)

Hardware Capabilities




ldentifying trace points on macOS



macOS Firmware




macOS

- DriverKit Process

com.apple.DriverKit—-AppleBCMWLAN

avconferenced

DYLD Shared Cache ' DriverKit Shared Cache

1080211DriverKit

NetworkingDriverKit

Kernel Cache



macOS

- DriverKit Process

com.apple.DriverKit—-AppleBCMWLAN Networking-related taSkS

DriverKit Shared Cache Manages interfaces, queues

1080211DriverKit

Handles IEEE 802.11 concepts

NetworkingDriverKit

Configures wireless chips



- DriverKit Process 9 User-SpaCG prOCGSS

com.apple.DriverKit—AppleBCMWLAN I

DriverKit Shared Cache Great for LLDB debugging

¥

Much more versatile than
kernel debugging

1080211DriverKit

NetworkingDriverKit



macOS

com.apple.DriverKit—-AppleBCMWLAN
- com.apple.Dr.. MWLAN.arm64e X  +

Symbols Q IOVarGet

- - Name
DriverKit Shared Cache AppleBCMWLANCommander : :runIOVarGet(char const*, CommandTxPay.

AppleBCMWLANCommander : :sendIOVarGet(char const*, CommandTxPa.
AppleBCMWLANCommander : :runVirtualIOVarGet(uint8_t, char cons.
1080211DriverKit . AppleBCMWLANCommander : :sendVirtualIOVarGet(uint8_t, char con.

: : : - com.apple.Dr...MWLAN.arm64e X  +
NetworkingDriverKit L

Symbols Q image

Name

AppleBCMWLANCore: :bootChipImage (AppleBCMWLANChipImage const*
AppleBCMWLANCore: :verifyImages(I086211Buffer*, Ranges const&
AppleBCMWLANCore: :1logChipImage(AppleBCMWLANChipImage const*)
AppleBCMWLANCore: :loadAndSetup(AppleBCMWLANChipImage const*)
AppleBCMWLANCore: :setupFirmware(AppleBCMWLANChipImage const*
invocation function for block in AppleBCMWLANCore: :setupFirm
AppleBCMWLANBusInterfacePCIe: :allocChipImage(uint64_t, uinté6

non-virtual_thunk_to_AppleBCMWLANBusInterfacePCIe: :allocChip
AppleBCMWLANBusInterfacePCIe: :generateChipImage(AppleBCMWLAN



% 1ldb

DriverKit Process
com.apple.DriverKit—AppleBCMWLAN

DriverKit Shared Cache

1080211DriverKit

NetworkingDriverKit
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% 11db

. DriverKit Process

com.apple.DriverKit—AppleBCMWLAN

DriverKit Shared Cache

1080211DriverKit

NetworkingDriverKit



Tracing wireless chip configuration



macOS Firmware

‘ AppleBCMWLANProximityInter
_ \face::CreateChipInterface
Kit Process
verKit-AppleBCMWLAN

Shared Cache "iInterface_create" Payload

verKit

1ngDriverKit

OOOOOOOOOOOOOOOOOOOOOOOOOOOOO

kernel space

CoreTrust



macOS Firmware
Interface 0

Exists by default

AP communication 'ﬂ.\'
aa:bb:cc:dd:ee:01 &2 ‘ .............................................................. m
C - WLAN link
(2.4 GH2)
62:34:56:78:9a:bc
........................................................................................................... WLAN“nk
62234156178198:b0 Interface 2 (24/5 GHZ)

Explicitly created

Special interface type

AWDL and LLW are RSDB communication

highly intertwined L
AWDL/LLW communication




macOS Firmware
Shared Memory

B CTRL CTRL

msgbuf messages

Submission Ring (H2D)
Completion Ring (D2H)



macOS Firmware
Shared Memory

IOCTL CTRL CTRL

"interface_create" Payload

Submission Ring (H2D)
Completion Ring (D2H)



macOS Firmware
Shared Memory

IOCTL CTRL CTRL

cmd 262, buffer addr, len, ..

"interface_create" Payload

Submission Ring (H2D)
Completion Ring (D2H)



macOS Firmware
Shared Memory

CTRL CTRL

"interface create"

Submission Ring (H2D)
Completion Ring (D2H)



macOS Firmware
Shared Memory

CTRL CTRL.v

Submission Ring (H2D)
Completion Ring (D2H)



macOS Firmware
Shared Memory

Configuration

CTRL TRL
|OCTLs and more ¢

Submission Ring (H2D)
Completion Ring (D2H)



macOS Firmware

‘ AppleBCMWLANProximityInter
) face::createChipInterface
‘Kit Process \

verKit—AppleBCMWLAN

"Interface_create" Payload

: Shared Cache

verKit

(1ngDriverKit

000000000000000000000000000000

kernel space

e CoreTrust

Q Example IOVARs only. Examples are non-exhaustive and not necessarily in order.



macOS Firmware

AppleBCMWLANProximityInte
. ﬂrface: : setAWDL_SECONDARY _

‘Kit Process MASTER CHANNEL

verKit—AppleBCMWLAN

"Interface_create" Payload
- Shared Cache
"hp2p" Payload
 verKit
(1ngDriverKit
e
= CoreTrust

Q Example IOVARs only. Examples are non-exhaustive and not necessarily in order.



android.googlesource.com C (1]

® M v

0

#define WL_HP2P_VERSION 1lu
typedef struct hp2p_tx_config {
struct ether_addr peer_addr;
uintl6é max_burst;
uintlé txop; /* stored in network order (ls octet first) x/
uintle flags; /* flags to enable/disable AMPDU, AMSDU, RDG, TXOP, TXOP_RTS x/
uint8 aci;
uint8 ecw;
uint8 fifo;
uint8 tid;
uint8 burst_interval;
uint8 latency_target;
uint8 max_retry;
uint8 pad;
} hp2p_tx_config_t;

typedef struct hp2p_rx_config {
struct ether_addr peer_addr;
uintle flags; /* flags to enable/disable AMPDU, AMSDU, RDG, AMPDU Reorder x/
uint8 tid;
uint8 pad;
uintle ba_wsize; /* AMPDU BA Window size */
} hp2p_rx_config_t;




macOS

‘ AppleBCMWLANProximityInter
. ‘ face::setAWDL_SYNC_STATE
‘Kit Process

verKit—AppleBCMWLAN
"interface create"

: Shared Cache

]| h p 2 p ]|
verKit
(1ngDriverKit
"slot bss"
kernel space
"awdl sync_params"
e CoreTrust
) . "awdl_ opmode"

Q Example IOVARs only. Examples are non-exhaustive and not necessarily in order.

Payload

Payload

Payload

Payload

Payload

Firmware




Bringing Low-Latency WiFi to L1nux



macOS Linux

[

Different Broadcom chips

"interface_create" Payload

"hp2p" Payload

No support for proprietary IOVARs

"awdl _chan_seq" Payload

= ,Z‘ Different Firmware



Runs on Apple hardware

"interface_create" Payload
o 4 Same hardware for tracing and testing
"hp2p" Payload
Uses macOS’ firmwares
"awdl _chan_seq" Payload



cfg80211

n180211
core
chan

util

brcmfmac
core cfg80211
interface_create commonring
flowring msgbuf
pcile bus

awd 1l ) C 11w

(: awdl 1ovars :)

o 4

"interface create"
Ilhp2pII

"awdl chan_seq"

Payload

Payload

Payload

Firmware
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Extending the Broadcom driver



macOS / ‘/\ Linux Firmware
Shared Memory

Configuration N -
.~ CTRL CTRL
IOCTLs, flowring creation, and more \ls/

AP commumca’qon L oW
Background, Best Effort, Voice, Video |

AWDL traffic adl -1 o
- awd1le
Background, Best Effort, Voice (TID 6) |

LLW traffic N
Voice (TID 7) G4

FLOW

Submission Ring (H2D)
Completion Ring (D2H)



Priority (channel access)

Access Category
Background

Background

Best Effort

Best Effort
Video
Video
Voice

Voice

Traffic Identifier

Protocol

AWDL

LLW



macOS / ‘/\ Linux

Configuration
IOCTLs, flowring creation, and more

Debug information
(assumably)

AP communication
Background, Best Effort, Voice, Video

AWDL traffic
Background, Best Effort, Voice (TID 6)

LLW traffic
Voice (TID 7)

CTRL

INFO

FLOW

FLOW

FLOW

Shared Memory

CTRL

INFO

X

RX

HP2P_TX _RX

Firmware

Submission Ring (H2D)
Completion Ring (D2H)



macOS / Asahi Linux Firmware
Shared Memorv

Debug information

INFO INFO
(assumably)
AP communication CLOW oy
Background, Best Effort, Voice, Video
AWDL traffic L ow o
Background, Best Effort, Voice (TID 6)
LLW traffic FLOW HP2P TX RX
Voice (TID 7)
RX buffers RX_POST

Buffers for received frames in future
Submission Ring (H2D)

Completion Ring (D2H)



Debug information

INFO INFO
(assumably)
AWDL traffic FLOW
Background, Best Effort, Voice (TID 6)
LLW traffic FLOW HP2P_TX RX

Voice (TID 7)



Sending and receiving traffic



Sending Traffic via 11w@ Firmware

Shared Memory

AWDL traffic FLOW TX

LLW traffic FLOW

o

Submission Ring (H2D)
Completion Ring (D2H)



AWDL traffic

LLW traffic

Sending Traffic via 11w0

Shared Memory

FLOW X

FLOW

TID 7

src MAC address
dst MAC address

ﬁ

Firmware

Submission Ring (H2D)
Completion Ring (D2H)



Sending Traffic via 11w@ Firmware

Shared Memory

AWDL traffic FLOW TX

&:LOW

pkt addr, pkt length ..

LLW traffic

TID 7

src MAC address
dst MAC address

Submission Ring (H2D)
Completion Ring (D2H)



Sending Traffic via 11w@ Firmware

Shared Memory

AWDL traffic FLOW TX

LLW traffic FLOW

Submission Ring (H2D)
Completion Ring (D2H)



Sending Traffic via 11w@ Firmware

Shared Memory

AWDL traffic FLOW TX

LLW traffic FLOW

Submission Ring (H2D)
Completion Ring (D2H)



‘/\ Linux Receiving Traffic via awd16/11we Firmware

Shared Memory

AP communication

Caa:bb:cc:dd:ee:@l

AWDL traffic

62:34:56:78:9a:bc

LLW traffic

ClZ:34:56:78:9a:bc

Submission Ring (H2D)
Completion Ring (D2H)



‘/\ Linux Receiving Traffic via awd16/11we Firmware

Shared Memory

AP communication

Caa:bb:cc:dd:ee:@l

AWDL traffic

@2:34:56:78:9a:bc

LLW traffic

ClZ:34:56:78:9a:bc

ﬁ
|
Submission Ring (H2D)
Completion Ring (D2H)




‘/\ Linux Receiving Traffic via awd16/11we Firmware

Shared Memory

AP communication

Caa:bb:cc:dd:ee:@l

AWDL traffic RX

62:34:56:78:9a:bc

LLW traffic

62:34:56:78:9a:bc

TID

src MAC address
dst MAC address

Submission Ring (H2D)
Completion Ring (D2H)



‘/\ Linux Receiving Traffic via awd16/11we Firmware

Shared Memory

AP communication

Caa:bb:cc:dd:ee:@l

AWDL traffic RX A

62:34:56:78:9a:bc

LLW traffic

62:34:56:78:9a:bc

TID

src MAC address
dst MAC address

Submission Ring (H2D)
Completion Ring (D2H)



Receiving Traffic via awd10/11w@ Firmware

Shared Memory

AWDL traffic RX &

62:34:56:78:9a:bc

LLW traffic

62:34:56:78:9a:bc

B ifidx 2

TID

src MAC address
dst MAC address

Submission Ring (H2D)
Completion Ring (D2H)



Receiving Traffic via awd10/11w@ Firmware

Shared Memory

AWDL traffic - RX &

62:34:56:78:9a:bc

LLW traffic

62:34:56:78:9a:bc

B ifidx 2

TID

src MAC address
dst MAC address

Submission Ring (H2D)
Completion Ring (D2H)



Receiving Traffic via awd10/11w@ Firmware

Shared Memory

AWDL traffic RX &

62:34:56:78:9a:bc

LLW traffic

12:34:56:78:9a:bc
€ TiD 7

B ifidx 2

TID 7

src MAC address
dst MAC address

Submission Ring (H2D)
Completion Ring (D2H)



Receiving Traffic via awd10/11w@ Firmware

Shared Memory

AWDL traffic - RX &

@2:34:56:78:9a:bc .
other TIDs

LLW traffic

62:34:56:78:9a:bc

B ifidx 2

TID = 6
src MAC address
dst MAC address

Submission Ring (H2D)
Completion Ring (D2H)






henri-research@fedora-mba-m1-1:~$ ./llw-node listen[] henri-research@fedora:~$ ./1lw-node demof}




Where things stand

Working LLW/AWDL unicast and broadcast

Driver-level support on Asahi Linux



What’s still ahead

Interoperability with Apple Platforms
Dynamic AWDL/LLW state machine

Support for other Broadcom chips
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