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How do we bring this to open platforms?



Recap: Low-Latency WiFi
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Previous research on Continuity Camera and Sidecar Display has been conducted by Inga Dischinger       and Jan Röper*
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Sidecar Display
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Universal Control
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Continuity Camera
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iPhone Mirroring
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Real-Time Constraints

Mostly Video Data

Low-Latency WiFi !
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Low-Latency in LLW

IEEE 802.11e/n/ac

Hardware Capabilities



Enhanced Distributed Channel Access
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Enhanced Distributed Channel Access
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Enhanced Distributed Channel Access
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Enhanced Distributed Channel Access
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LLW Parameters
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LLW Parameters
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Quality of Service
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Low-Latency in LLW

IEEE 802.11e/n/ac

Hardware Capabilities



Real Simultaneous Dual Band (RSDB)
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Hardware Capabilities

  LLW link (5 GHz)  

WLAN link 

(2.4 GHz)
WLAN link 
(2.4 GHz) !
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Real Simultaneous Dual Band (RSDB)
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Hardware Capabilities

  LLW link (5 GHz)  

WLAN link 
(2.4 GHz) !

!
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Identifying trace points on macOS
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macOS Firmware

!
?
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# lldb # lldb

Sidecar Display
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Tracing wireless chip configuration
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DriverKit Process 
com.apple.DriverKit-AppleBCMWLAN

kernel space

NetworkingDriverKit

IO80211DriverKit ...
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...
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Payload"interface_create"
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Exists by default
AP communication

Interface 0

Explicitly created

Interface 2

RSDB communication
AWDL/LLW communication

Special interface type

WLAN link 
(2.4 GHz)

WLAN link 
(2.4/5 GHz)

macOS Firmware

llw0 llw012:34:56:78:9a:bc

AWDL and LLW are 
highly intertwined

en0aa:bb:cc:dd:ee:01

awdl012:34:56:78:9a:bc
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FirmwaremacOS
Shared Memory

CTRL CTRL

Submission Ring (H2D)
Completion Ring (D2H)

$
msgbuf messages
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FirmwaremacOS
Shared Memory

CTRL CTRL

Submission Ring (H2D)
Completion Ring (D2H)

$IOCTL

Payload"interface_create"
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FirmwaremacOS
Shared Memory

CTRL CTRL

Submission Ring (H2D)
Completion Ring (D2H)

$IOCTL

Payload"interface_create"

cmd 262, buffer addr, len, …
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FirmwaremacOS
Shared Memory

CTRL CTRL

Submission Ring (H2D)
Completion Ring (D2H)

Payload"interface_create"
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FirmwaremacOS
Shared Memory

CTRL CTRL

Submission Ring (H2D)
Completion Ring (D2H)

✅
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FirmwaremacOS

$

Configuration 
IOCTLs and more

Shared Memory

CTRL CTRL

Submission Ring (H2D)
Completion Ring (D2H)
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DriverKit Process 
com.apple.DriverKit-AppleBCMWLAN

kernel space

NetworkingDriverKit

IO80211DriverKit ...

DriverKit Shared Cache

...

AppleBCMWLANBusInterfacePCIe

IOgPTPPlugin

CoreTrust

macOS Firmware
AppleBCMWLANProximityInter
face::createChipInterface

Payload"interface_create"

Example IOVARs only. Examples are non-exhaustive and not necessarily in order.*



DriverKit Process 
com.apple.DriverKit-AppleBCMWLAN

kernel space

NetworkingDriverKit

IO80211DriverKit ...

DriverKit Shared Cache

...

AppleBCMWLANBusInterfacePCIe

IOgPTPPlugin

CoreTrust
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macOS Firmware
AppleBCMWLANProximityInte
rface::setAWDL_SECONDARY_

MASTER_CHANNEL

Payload"interface_create"

Payload"hp2p"

Example IOVARs only. Examples are non-exhaustive and not necessarily in order.*
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DriverKit Process 
com.apple.DriverKit-AppleBCMWLAN

kernel space

NetworkingDriverKit

IO80211DriverKit ...

DriverKit Shared Cache

...

AppleBCMWLANBusInterfacePCIe

IOgPTPPlugin

CoreTrust
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macOS Firmware
AppleBCMWLANProximityInter
face::setAWDL_SYNC_STATE

Payload"interface_create"

Payload"hp2p"

Payload"slot_bss"

Payload"awdl_sync_params"

Payload"awdl_opmode"

Example IOVARs only. Examples are non-exhaustive and not necessarily in order.*



Bringing Low-Latency WiFi to Linux
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Payload"interface_create"

Payload"hp2p"

Payload"awdl_chan_seq"

…

macOS Linux

!

Different Broadcom chips

Different Firmware

No support for proprietary IOVARs

&
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Payload"interface_create"

Payload"hp2p"

Payload"awdl_chan_seq"

…

macOS Linux

Runs on Apple hardware

Same hardware for tracing and testing

Uses macOS’ firmwares

[M]
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Payload"interface_create"

Payload"hp2p"

Payload"awdl_chan_seq"

…

Firmware

cfg80211

chan

core

util

commonring

brcmfmac

core cfg80211

interface_create

flowring msgbuf

buspcie

awdl llw

awdl_iovars

nl80211

Linux
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Extending the Broadcom driver
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Firmware
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Firmware

$

AP communication 
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Firmware

$

AP communication 
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AWDL traffic 
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macOS / Asahi Linux
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Firmware

$

AP communication 
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Sending and receiving traffic
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Shared Memory

Firmware

$
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Sending Traffic via llw0



56

Shared Memory

Firmware
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Shared Memory

Firmware

$

AWDL traffic

LLW traffic

FLOFLOFLOW

FLOW

TX

Submission Ring (H2D)
Completion Ring (D2H)

Linux

'
TID 7

src MAC address
dst MAC address

llw0

awdl0

(
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Sending Traffic via llw0
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Shared Memory

Firmware

$
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Shared Memory
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Sending Traffic via llw0
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Shared Memory

Firmware

$

AP communication

AWDL traffic
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Submission Ring (H2D)
Completion Ring (D2H)

Linux

awdl012:34:56:78:9a:bc

Receiving Traffic via awdl0/llw0

wld0aa:bb:cc:dd:ee:01

llw0 llw012:34:56:78:9a:bc
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Shared Memory

Firmware

$

AP communication

AWDL traffic

LLW traffic

Submission Ring (H2D)
Completion Ring (D2H)

Linux

awdl012:34:56:78:9a:bc
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Shared Memory
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Shared Memory
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Shared Memory
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Demo
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Where things stand

Working LLW/AWDL unicast and broadcast

Driver-level support on Asahi Linux
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What’s still ahead

Interoperability with Apple Platforms

Dynamic AWDL/LLW state machine

Research on Broadcom’s HP2P features

Support for other Broadcom chips
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